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Criterion2:Teaching-Learningand Evaluation

UKey Indicator,—2.6/Student Performanceand Learning Outcome

2.6.1. Programme Outcomes (POs) and Course Outcomes (COs) for
all Programmes offered by the institution are stated and displayed
on website and attainment of POs and COs are evaluated

NOTE: The supporting documents for this metric exceed the upload limit
of SMB. Hence the documents are made available in HEI website and links
for the metric is given below.
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LINK TO RELEVANT
METRIC ; PARAMETER DOCUMENTS
Programme Outcomes

(POs) and Course
Outcomes (COs) for all
Programmes offered by the
institution are stated and
displayedonwebsiteand
attainmentofPOsandCOs
arevaluated
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2.6.1. Programme Outcomes (POs) and Course Outcomes (COs) for all
Programmes offered by the institution are stated and displayed on
website and attainment of POs and COs are evaluated,
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Programme Outcomes (1'Os) and
Course Outcomes (COs) for all
Programmes ofTered by the
institution are stated and

displayedonwebsiteandattainmentofl’

POs andCOs are valuated
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Program Outcomes displayed on
website

Program Outcomes in Curriculum
/Regulations books

Course Outcomes and Program
Outcomes are displayed in Class
rooms

Course Outcomes and Program
Outcomes are displayed in
Department Notice Board

Program Outcomes and Course
Outcomes displayed in Student
Induction program

Program Outcomes and Course
Outcomes displayed in Library
Notice Board

Co-Po displayed in Faculty Meetings
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2.6.1.Programme Outcomes(POs) and Course Outcomes(Cos) and for all ngm:'n}l’“(;s
offered by the institution are stated and displayed on website and attainment 0 :

and Cos are evaluated,

In strict compliance with the objectives of Outcome Based Education (OBE), the Program
Outcomes (POs), Program Specific Outcomes (PSOs) and Course Qutcomes (QOS) are
framed by the department offering the concerned program after rigorous consultation .Wlth
all faculty and the stakcholders. Afier attainment of consensus, the same are W'd?ly
propagated and publicized through various means such as display and/or communication

specified hercunder.

Website

Curriculum /regulations books
Class rooms

Department Notice Boards
Laboratories

Student Induction Programs
Parents meetings

Faculty meetings

Alumni meetings
LibraryNotice Boards

o o o o o o

While addressing the students,-the HODs create awareness on POs, PSOs and COs. The
faculty members, class teachers, mentors, course coordinators, program/ISO coordinators
also inform the students and create awareness and emphasize the need to attain the outcomes.

Program specific outcomes (PSOs) are the specific skill requirements and accomplishments
to be fulfilled by the studerits at micro level and by the end of the program. The programme
co-ordinators prepare the PSOs, usually two to four in number, in consultation with course
coordinators. The Head of the Department and subject experts, of the individual departments
will discuss the same and approve it after endorsement by the Principal.

Program Outcomes (POs) are broad statements that describe the professional
accomplishments which the program aims at, and these are to be attained by the students by
the time they complete the program. POs incorporate many areas of inter-related knowledge,
skills and personality traits that are to be acquired by the students during their graduation. ~

Course outcomes (COs) are direct statements that describe the essential and enduring
disciplinary knowledge, abilities that students should possess and the depth of learning that is
expected upon completion of a course. They are clearly specified and communicated. The
Course Outcomes are prepared by the course coordinator in consultation with concerned
faculty me E ing the same course. The course coordinator will verify it. Finally, they
are discrned department's meeting course-wise and approved.
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The POs/PSOs of the programme arc published through clcctronic media at indlhl/;dluul‘
Department site located on the college website, The COs of the courses are also pub “m;x
through clectronic media at the Department site located on the college website.In all the
interactions with the students awareness on POs, PSOs and COs is consciously promoted.
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ARFILIATED TO ANNA UNTVERSITY.CHENNAL

a A-R- ENG[NEERING COLLEGB HOME  ABOUTUS  DEFARTMENTS v CAMPUSLIFE v

UTY ASSURANCE  CELL v ALUMING  CONTACT

In 2008, the College began vith four Undergraduate Engineening prograrmrs
with an annual intake of 240 students, and now has s Undergracliate dod
programmes with an annual intake of 300 students. The AICTE ¢ clearance ane
affiliation with Anna University for such a progressive inzake 15 a testamert to
the college's consistent growth over the years. The college nas pronn
considerably under the dynamic leaderstip of its Chairman Se. M adharie, oo
Vice Chairman SriM.Kuberan, B.E., M.Tech, Secretary Sri A Prabu, BF ., 154
and Principal Dr.R Panneerdhass, spear heading all academic and non acadss ¢

activities,

VISION

To be world class nodal centre committed to advanced learning, research aad
training to serve the nation, meeting the national / nternationa! stanidards

MISSION

To be a premier Engineering College, much sought after by the industries and
society offering professional education and training blended vaity aifical valu=s
to convert student resource into strong assets of our nation

Figure:VisionandMissionof the Institutionare displayedinCdlIegéwebsite
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COMPUTER SCIENCE & SCIENCE AND HUMANITIES

ELECTRICAL AND ELECTRONICS
ENGINEERING

ENGINEERING
computer Sclence and engineering
Department has been running successfully 8

The Department of Electrical and Efectronics
Engineering was established i the year 2008
with the approval of AICTE vears and has also been accredhted by AICTE.

ARTIFICIAL INTELLIGENCE AND
DATA SCIENCE

Professiona! experience of the faculty
members bring & flaver and strength 1o
research and development activities of the
department.

Figure: Departments are displayedinCollege website
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ANNA UNIVERSITY,CHENNAI
AFFILIATED INSTITUTIONS
B.E. COMPUTER SCIENCE AND ENGINEERING
REGULATIONS - 2017
CHOICE BASED CREDIT SYSTEM

MAPPING OF COURSE OUTCOMES WITH PROGRAMME OUTCOME_S ‘
A broad relation between the Course Outcomes and Programme Outcomes is given in the

following table

Programme Outcome (PO)
112 (3(4|5(6 |7]| 8 9110 | 11 12
v N ¥ v

Course Title

Communicative
English
Engineering VoY (Y J
Mathematics - |
Engineering Physics |V | Y |V
Engineering N EEE
Chemistry
Problem Solving
and Python NN Y
Programming
Engineering NN Y ! : N
Graphics Y

Problem Solving
and Python [ ¢ / ;
Programming VY)Y ¥ I Y
Laboratory

Physics and "R E | [ ’
Chemistry
Laboratory

SEMESTER |

Technical English
Engineering vVo[v [N ;
Mathematics |1 N
Physics for AU U I
Information
Science
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[ PROGRAMME OUTCOME (PO) ‘
COURSE 9|10 | 11|12
TITLE 112(3|4]|5|6|7]8

Discrete AR N

Mathematics J\

Digital
Principlesand | ¥ | v | ¥
Design
Data Structures | ¥ [V | ¥
Object Oriented | o | § | y
Programming
Communication
Engineering
Data Structures
Laboratory
Object Oriented
Programming | ¥ | ¥ | ¥
Laboratory
_DigitaiSystems vy N SV IR IR
Laboratory
Interpersonal - ,
ERAR ‘\\
l

SEMESTER |1

o L’j:’_l._i:—L—’-

Skills/Listening
&Speaking

YEAR II

’ Probability and |
Queueing Vol
Theory
Computer | 4| .| 4
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Programming
Artificial vl

Intelligence

MOblle [ | |

Computing LB

Compiler Design [ V| v | ¥

Distributed Tl J
A

Systems J

Professional
Elective |

Internet

Programming | V[ V| ¥ y NRE \J

Laboratory
Mobile
Application gl [ \
Development k \‘ : AR :
v

Laboratory
l MniProjest V| V[V V[V V[V s
Professional . . )

Communication j

|

-

-
<]

-

SEMESTER VI

\

Principles of Vvl ¥
Management
Cryptography

andNetwork [V [V [V
Security .

Cloud Computing | v | v | \
Open Elective |l : |

YEAR IV
SEMESTER vII

Figure:Mapping of Cos with POs defined by Anna Universit
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CcS8792 CRYPTOGRAPHY AND NETWORK SECURITY
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OBJECTIVES:
+ Yo understand Cryptography Theories, Algorithms and Systems.
« To understand necessary Approaches and Techniques 1o build protection
mechanisms in order 1o secure computer networks

UNIT INTRODUCTION 9
Secunty trends - Legal, Ethical and Professional Aspects of Secutity, Need for Secunty at
Multiple levels, Securlty Policies - Model of network security — Security attacks, services and
mechanisms - OSI security architecture — Classical encryption techniques: substitution
techniques, transposition techniques, steganography- Foundations of modern cryptography:
perfect security — information theory ~ product cryptosystem — cryptanalysis.

UNIT Il SYMMETRIC KEY CRYPTOGRAPHY 9

MATHEMATICS OF SYMMETRIC KEY CRYPTOGRAPHY: Algebraic structures - Modular
arithmetic-Euclid”s algorithm- Congruence and matrices - Groups, Rings. Fields- Finite
fields- SYMMETRIC KEY CIPHERS: SDES - Block cipher Principles of DES - Strength of
DES - Differential and linear cryptanalysis - Block cipher design principles — Block cipher
mode of operation — Evaluation criteria for AES — Advanced Encryption Standard - RC4 -

UNIT I PUBLIC KEY CRYPTOGRAPHY 9

MATHEMATICS OF ASYMMETRIC KEY CRYPTOGRAPHY: Primes — Primality Testing =
Factorization — Euler's totient function, Fermat's and Euler's Theorem - Chinese Remainder
Theorem - Exponentiation and logarithm - ASYMMETRIC KEY CIPHERS: RSA
cryptosystem — Key distribution — Key management — Diffie Hellman key exchange -
EiGamal cryptosystem — Elliptic curve arithmetic-Elliptic curve cryptography.

UNIT IV MESSAGE AUTHENTICATION AND INTEGRITY 9

Authentication requirement — Authentication function — MAC — Hash function — Security of
hash function and MAC — SHA —Digital signature and authentication protocols — DSS- Entity
Authentication: Biometrics, Passwords, Challenge Response protocols- Authentication
applications - Kerberos, X.509

UNITV - SECURITY PRACTICE AND SYSTEM SECURITY 9
Electronic Mail security — PGP, S/MIME — IP security — Web Security - SYSTEM
SECURITY: Intruders — Malicious software — viruses - Firewalls.

TOTAL 45 PERIODS

OUTCOMES: .
At the end of the course, the student should be able to:

Understand the fundamentals of networks security, security architecture, threats and
vulnerabilities '

Apply the different cryptographic operations of symmetric cryptographic algorithms
Apply the different cryptographic operations of public key cryptography

Apply the various Authentication schemes to simulate different applications.
Understand various Security practices and System security standards

Figure:Course Outcomes are defined in Syllabus by Anna University.
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X The Depanmant af Campoter Scence ane Fagiresning (C38) wat aitablished in the yOur 209 with tha miasien try ocli e ate cravterts fram ol n
gz ;s other Oaantres, induding thosa from rurxl sroag, 1o that they hacame enlightenad individuals, sempraving tha liag standards of thee

© Famihios Inductry and Sacety CSE shares tha eyscion and visien of thae institita o) imparting hign areafry eeucatinn e the elselsars Frear i 4
enagred that the <f iden? parrerves the compater findame a tharenghly Bacidea fifiling the roniramonts of the ey labeis proacnibed ko e

Q Unsanity The progran affers sradents the epps-tunity 1o vk o diverse hardwars and softwars plafarees

< VISION OF DEPARTMENT

@ To mpat knowtedze in Zomputer Saence and Enginecong with adzanced farning o moet intereatisnal ctordards and rmabe et aidy and
emetionaly crang encugh stadents to meat the reehnclogieat challeniges for the wolfore of the country in the coming years

MISSION OF DEPARTMENT

MY Toexwel o teacting Ly of ey orolessional sduationdinbibi R ethical annd i of values,

e

PROGRAM OUTCOMES:
5, and an englnf)evlng spaciahizanon o the

PO 17 Engineering knowledge: Apply the knowdedge of mathematics, science, engineering fundamental
sotution of complex engireering problems,
snalysis: identify, formulate, review research lirerature, and analyze complex engineering prohlems reaching Aubstant sted

@6 0

corclusions using Trst pnncples of mathematiss, natural sciences, and engineering sclences,

®
> PO 3: Design/development of solutions: Design solutions for complex engineering problems and design systen: compenents or processes that mest
the sp Ath appropriats consideration for the public health and safery, and the cultural, sacietal, and enviconmental conaideratizns
o) 45ns of complex problems: Use rasearch-based knowledge and research methads including design of experimerts, anaiyis
12, and synthesis of the information to provide valid conclusions
® :
reate, select, and apply appropriate techniques, resources, and modern engineering and IT tools including prediction snd
3 ngineering activities vith an urderstanding of the limitations,
25 PO 6: The in2er and socisty: Apply reasoning inforred by the contextusl knowledge to assess societal, haalth, safety, logal and cultural issues
A+ nseqLent responsivilities relevant to the professiona! engineering practice,

istamnability: Understand the impact of the professional engineering solutions in socieral and environmental contexts, and

Sge of, and need for custainaiyle development,
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Figure 3:Course Outcomes and Program Outcomes are displ

ayed in Class rooms
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Figure 6:Program Outcomes and Course Outcomes displayed in Library Notice Board
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Figure 7: Co-Po displayed in Faculty Meetings
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